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Foreword
	 Conduct of Indian elections is a humongous task. Its success has been made possible with 
the laying down of a systematic web of electoral processes in a clear and unambiguous manner 
and being followed by all stakeholders. This helps in successfully responding to any risk present or 
probable in the electoral environment. 

	 Since the first election in 1951-52, the Election Commission of India has been facing the risks 
in the electoral processes and providing detailed guidelines and instructions to mitigate those risks 
to make the electoral system free, fair and transparent. Later, the Commission provided checklists 
for each level of functionaries and for each aspect of electoral activities to make the system robust. 
With advancement in our understanding of risk management, it seems appropriate to revisit our 
approaches to risk reduction with more clarity. Accordingly, this Manual uses complete electoral 
cycle as a base to enlist the present and probable risks and prescribes the interventions needed to 
address those risks. There will be need for regular updation of this Manual as each new election 
throws new risks which require to be addressed.

	 I compliment Chairman & members of the Working Group and Convenor (Director EDMD) 
who worked hard in formulating the Risk Management Manual for the first time in comprehensive 
manner.

	 I urge each and every election functionary to go through this Manual and streamline the 
interventions in electoral process so that electoral system becomes more equipped to face future 
challenges of complex electoral environment.
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(A.K. Joti)

Message

All precautions have been taken by the Election Commission of India since 1950 to make Elections 

Free and Fair and the Commission’s instructions on all envisaged Risks are available for use of the 

Field Functionary. This Manual consolidates all the Main points of Election management at one 

place, I congratulate the Team for their effort. I am sure the Manual will sensitise the Election 

Machinery on the areas where efforts can go wrong and where additional care would be Required 

and would definitely help in increasing the efficiency of Election Machinery in Future.
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(O.P. Rawat)

Message

Over the period of time, areas of election management have widened and an officer at district 
level needs to engage in multiple activities involving multiple players with varied objectives 
while conducting elections. To effectively manage such a complex environment, Commission has 
acknowledged the importance of risk management in conduct of elections.  With a view to prevent/
mitigating such risks in the field, the Election Commission of India have compiled such risks and 
suggested approaches to be followed in a complete electoral cycle. The national and international 
trends in risk management detailed in this Manual will also give a right perceptive to the field 
machinery to face electoral challenges. Continuously, updating this Risk Management Manual can 
only be achieved by prompt feedback from field machinery on evolving situations/risks and related 
strategies which could be effective in dealing with them, on one hand and Commission’s support 
and quick response in all such cases, on the other. I hope and wish that all stakeholders will make 
use of this Manual effectively as well as contribute to keep it up to date for future challenges.
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executive summery

	 In the process of organizing and conducting 16 General Elections, 349 
General Assembly Elections, 14 President & Vice President Elections besides 
Council Elections and bye-elections, the Election Commission of India has 
created a benchmark in electoral management which is appreciated the world 
over.  Starting with 1951-52, the Commission has successfully delineated each 
and every aspect of the electoral process in simple but comprehensive manner, 
which has allowed the electoral machinery to anticipate various types of risks 
effectively and efficiently.  However, increased complexity of environment of 
conducting elections requires a relook at the strategies to manage the electoral 
risks.

	 Hazard, vulnerability and risk are some common terms, which are used 
in risk management. However, all three entail different meanings. Hazard is 
a potential threat, vulnerability is susceptibility and exposure to loss, and 
risk is effect of uncertainty on objectives. Risks are integral to any process.  
Depending on the planning, preparation and resources, risks and hazards are 
addressed in reactive, proactive and predictive ways.  An effective and efficient 
strategy to manage the risks involves anticipation of risks, identification and 
interpretation of risks, creation of evidence based risk reduction approaches, 
enhancement of resilience of the system and updating the capabilities of 
electoral machinery and development of Standard Operating Procedure(SOP) 
for each and every identified (and anticipated) risk.  The Election Commission 
of India has developed a number of tools such as Vulnerability Mapping, Check 
Lists, Critical Polling Stations, Assured Minimum Facilities, District Election 
Management Programme, Force Deployment Plan, to name a few, to identify 
and intervene risk in each and every aspect of electoral process. The electoral 
machinery has adopted these tools in the electoral processes effectively. These 
tools have evolved with the experiences gained in every new election. Now 
there is a felt need to consolidate all such tools at one platform. In any complex 
environment like electoral management, it is prudent to put all risk situations 
at one location to facilitate the election functionaries in better interventions. 

	 Accordingly, the Commission constituted a Working Group (Annexure I) 
to prepare a consolidated risk manual of electoral management. After detailed 
deliberations and examinations of existing best practices in the world in 
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electoral risk management1, the Group has prepared this risk manual, which 
not only consolidates all previous instructions and guidelines but also provides 
a composite manual from start to finish in an electoral cycle. The manual also 
consists of a separate chapter for risks in the elections to the Council of State 
and the Legislative Councils.

	 While designing the risk management strategy at the field level, it seems 
appropriate to lay down a comprehensive sequential (chronological) platform 
for coherence and sanctity in communication, clarity, simplicity, scaling, 
effective and efficient delivery and repository for consistent application. 
Wherever necessary, this platform will have digital layers to assist the 
electoral machinery in responding to specific risk scenario. However, the basic 
ingredients of risk management – identification, assessment, implications, 
prioritization, intervention, and evaluation – form the core of the manual. 

	 It would be naive to presume that each and every uncertainty finds place 
in any risk strategy. However, a robust resilient system demonstrates enough 
tenacity and redundancy to deal with any eventuality. Keeping this in view, 
this manual will certainly aid our electoral professionals in anticipating and 
responding any electoral risk that may have any potentiality to threaten the 
security of the process at any level.

	 Altogether 37 aspects of electoral management are covered in this manual 
(Illustration 1). In each aspect, the risks, common and probable, are listed. 
Identification of these risks is reflection of cumulative wisdom of our electoral 
legacy spanning across close to seven decades and in diverse territories. 
Needless to mention that certain States/UTs may encounter additional list of 
risks owing to local conditions and knowledge. The Commission would like 
to encourage the CEO concerned to update the list accordingly periodically 
and inform the Commission regularly. Altogether 191 risks are listed amongst 
these aspects of electoral management.

1Globally, Institute for Democracy and Electoral Assistance (IDEA) has popularized risk management 
tool for elections, however its focus remains on conflict riddled or fragile States. Similarly, ISO 31000 
pertaining to risk management was also examined.
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4

	 Some of these risks concern the statutory provisions of electoral 
management such as: flaws in nomination process, non-application of mind in 
scrutiny, wrongful rejection of nomination paper, error in ballot paper printing 
including photo mismatch, non-deletion of mock poll results etc. Any neglect 
of such risk may prove fatal to the electoral process itself. Careful training 
and continuous oversight, as mandated by the Commission, are helpful in 
addressing such risks. In this manual, such risks have been highlighted to draw 
the attention of the election functionaries. Since the risk list prepared by the 
Working Group has been circulated to all CEOs in December 2016, the new 
additions to the list have been given in coloured font.

	 The Working Group recommends to evaluate and prioritise risks and 
to design appropriate mitigation strategies at the level of States/UTs. For 
effectiveness of risk management, it is also recommended to make robust 
risk evaluation criteria based on data/information and indicators. Use of IT 
platform to document experience, on case studies, best practices, latest data 
and to evaluate risks is also recommended.
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Chapter 1
Introduction

	 Risk assessment is carried out in order to predict possible problems and 
to identify their likely sources with the primary objective of preventing such 
problems from arising in the first place. Risks need to be identified, analyzed, 
quantified and prioritized- ACE Encyclopaedia2 

	 The world is increasingly adopting democracy as a political order. 
Only a fair and transparent election process can maintain democracy. 
Increased consciousness of Election Management Bodies and Electoral 
Assistance Agencies prompted them to adopt measures to deliver elections 
better. Measures to improve fairness and transparency have changed with 
advancement in Information and Communication Technology. Electoral 
procedures aided by technologies are more effective with re-enforced, 
systematic, authentic and with timely actions. With this perspective, 
responsibility of Election Management Bodies in setting up credible electoral 
processes to make processes transparent and to prevent, reduce and to 
mitigate risks is supreme.  

	 For more than sixty years, Election Commission of India has been 
conducting free, fair and secure elections. All political parties and election 
watchers accept the results and the election managers take pride in each 
successful completion of elections. During a nation-wide general election, 
more than 10 million officials are deputed to assume specific roles to undertake 
various activities of the conduct of elections. The fact that huge number of 
officials are involved in elections and that the whole exercise needs to be 
completed in a time-bound manner make it necessary for the Commission to 
implement measures to reduce risks in election management.The Commission 
has always endeavoured to bring in improvements in election management so 
that credibility of elections is maintained. Within the legal framework set by the 

2Created in 1998 as the ACE (Administration and Cost of Elections) Project by International IDEA, IFES 
(International Foundation for Electoral Systems) and UNDESA (United Nations Department of Economic 
and Social Affairs), it focused solely on election administration with the aim to create an encyclopedia 
on how to administer electoral processes. In 2006 it became more interactive, and to reflect the new 
identity of the project, the name was changed to the ACE Electoral Knowledge Network (with the letters 
ACE no longer standing for Administration and Cost of Elections).
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Constitution of India and laws/acts of Parliament, the quality of elections has 
improved considerably over years due to many procedural changes initiated 
by the Commission like Electors’ Photo Identity Cards, Electronic Voting 
Machines, Voter Verifiable Paper Audit Trails, deployment of personnel through 
randomisation, vulnerability mapping, deployment of Central Armed Forces, 
Voter Awareness Programmes etc. These measures instil transparency and 
create a level playing field and promote uninfluenced and ethical participation 
and contribute in reducing risks in the conduct of elections. 

	 To place the above in risk management perceptive, ECI has been issuing 
instructions/ guidelines to deal with electoral risks for more than six decades. 
Procedures have also been laid down to tackle risks. However, in spite of well 
laid down procedures, all field functionaries are required to deal with some 
contingent risks at the time of elections, since no strategy is fool proof and the 
envisaged and the documented procedures may not deliver hundred per cent. 
In this context, the Election Commission of India set up this Working Group 
to prepare a concise Electoral Risk Management Manual. The order related 
to constitution of the Working Group is given as Annexure 1. The Terms of 
Reference as decided include the following aspects:

	 1.	� Developing evidence-based risk reduction strategies, in all the aspects 
of electoral management; by extensive planning, use of technology, and 
building the capacity of election officials.

	 2.	� Enhancing the coping capacity and the resilience of electoral 
management system to reduce risks.

	 3.	� Periodic and systematic Monitoring of implementation of Risk 
Reduction Strategies.

	 4.	� Evaluation of implementation of Risk Reduction Strategies for further 
strengthening for future application.

	 The Working Group had a number of interactions to explore the concept 
of risk management, to appreciate the countries’ experiences in electoral 
risk management, to compile the identified risks in elections in India, and to 
prescribe a pathway to intervene those risks for more efficient and effective 
electoral processes.
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Chapter 2
rISKS AND ELECTIONS

	 Risk is involved in all activities of election management covering the 
entire electoral cycle. Risk management is developing a clear understanding 
of the risks that are important to the electoral process and managing them 
depending on the changes in the situation over time so that remedial measures 
remain effective. 

Risk is defined as the “effect of uncertainty on objectives” 

NOTE 1 An effect is a deviation from the expected — positive and/or negative. 
NOTE 2 Objectives can have different aspects (such as financial, health and safety, and 
environmental goals) and can apply at different levels (such as strategic, organization-wide, 
project, product and process). 
NOTE 3 Risk is often characterized by reference to potential events and consequences, or a 
combination of these. 
NOTE 4 Risk is often expressed in terms of a combination of the consequences of an event 
(including changes in circumstances) and the associated likelihood of occurrence. 
NOTE 5 Uncertainty is the state, even partial, of deficiency of information related to, 
understanding or knowledge of an event, its consequences or likelihood. 

[ISO 31000:2009, Clause 2.1]

The stages involve design (of the risk management framework); 
implementation; monitoring and review; and continual improvement. The 
stages based on ISO 31000 as explained by ISO, UNIDO & ITC are as listed:

•	 Developing a clear plan

•	 Implementing the plan as it was designed,

•	� Verifying that the plan is delivering the objectives that have been set (in this 
case the objectives for implementing risk management), and then 

•	� Acting to modify the plan in response to the information developed during 
the monitoring and review stages on what is working well and what should 
be adjusted to improve the results

It is clear that identifying, evaluating, treating and reviewing risks in cycles are 
the essence of risk management.  
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	 ISO 31000-2009 framework promotes to scale up the risk management 
from qualitative approach to more robust evidence based judgement. This 
needs historical and real time data as well as information. Along with such 
facts, selection of criteria is to be done to assess the risk. As per ISO:31010: 
2009 framework, (on Risk Assessment Techniques), the following are 
standards set for objective judgement of risk:

Figure: Contribution of risk assessment to the risk management process*

* The complete flow chart shows the risk management procedure and the highlighted part 
shows the components of Risk Assessment.

	 ISO promotes robust/ evidence based risk assessment since the success 
of the risk management tool depends on the criteria selection (based on 
data and indicators) to score the likelihood and impact. For example, as 
per ECI procedures, polling stations are classified as sensitive/ critical based on 
data and evidence and by criteria selection like more than 90% votes polled to a 
particular candidate in a polling station in the last election.

Experiences from Countries/Organizations
	 Globally, risk management has now become integral to overall electoral 



9

management. One of the international organizations, International IDEA, an 
Electoral Assistance Agency defines electoral risk management as a systematic 
effort undertaken to improve knowledge about and situational awareness of 
both internal and external risks to electoral processes, in order to initiate timely 
prevention and mitigation actions. For each country the electoral risk situation 
and contingency plan to mitigate risks varies depending on the prevailing social 
and cultural values, profile of development and available resources, maturity 
level of democracy etc. In this report, electoral management landscape is 
studied to assess the risks in operations, level of maturity of electoral processes 
and to recommend on the possibility of standardisation of responses to the 
identified risks. 

	 IDEA has developed a tool, ERMT (Electoral Risk Management Tool), to 
assist the fragile democracies in overcoming conflict situations primarily. The 
features of the tool include:

	 1.	 risks that are measurable can be made part of this tool,

	 2.	 data collected on indicators of risks can be stored,

	 3.	 inputs on the risk perception of the election managers can be recorded,

	 4.	 results and analysis can be visualised in charts and maps, 

	 5.	 best practices of mitigation strategies may be stored.

	 The Working Group looked into the application of ERMT in Nepal, Kenya 
and in some Latin American countries. Annexure 2 describes such experiences.

	 Learning from these experiences stresses upon the need for consistent, 
coherent and structured approaches to the risk situations in the electoral 
processes. In limited cases, wherever risks are quantifiable (measurable), the 
use of digital platform can be explored. At present, the Commission already has 
a dashboard for monitoring certain measurable electoral elements to keep a 
watch on certain aspects of electoral activities on ground. A bouquet of certain 
IT applications like Suvidha, Samadhan, Sugam and others has enhanced the 
transparency and effectiveness in electoral management.
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Chapter 3
rISKS IN INDIAN ELECTIONS

	 Election Commission of India has a history of conducting free, fair, 
credible and peaceful elections. Elections are quite peaceful in India. Transfer 
of power after every election has been smooth. India is proud of its democratic 
values because of its electoral culture developed over the years. Apart from 
the constitutional provisions and acts of parliament that govern conduct of 
elections, ECI has made elaborate executive instructions and procedures for 
electoral fairness and transparency. Continuous improvements in the orders/
instructions of the Commission are brought about at regular intervals. These 
instructions form part of comprehensive manuals with document controls. In 
the year 2015, the Commission has decided to add photographs of candidates 
along with names and symbols in the ballot paper so that electoral risks that can 
arise due to similar and confusing symbol and names can be mitigated. Similar 
conscious efforts for more than six decades on the part of the Commission 
have given India a matured electoral process.

	 Election Commission of India is an independent constitutional body and 
does not report to any other authority in matters related to the conduct of 
elections. The Commission has all powers to ensure that elections are conducted 
in free and fair manner. There are several compendiums of instructions, hand-
books, manuals etc. for reference of the field machinery in the conduct of 
elections. Some electoral processes are managed by use of technology also. The 
notable example is use of EVMs. Systemic checks and balances, well laid down 
procedures and use of technology, reduce electoral risks in Indian elections. 
Stock taking of some of the milestones in the electoral process in India from 
the risk management perceptive will be helpful to set stage for this report.

	 Indian electors elect their representatives to the national and provincial 
legislatures from respective constituencies. Law and order is to be maintained 
by States in normal situations and State police may be perceived by some to 
be sympathetic to the party in power during conduct of election. However, 
members of the Central Armed forces are believed to be free from local 
pressures to support any candidate. Given this scenario, Commission deploys 
Central Armed Forces to eliminate any undue influences of political parties 
in the process. This arrangement can be cited as an example of managing 
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perception about impartiality of the security forces deployed during elections.

	 Use of Technology along with procedural checks has reduced the risk of 
impersonation by electors in India. Apart from preparing voter list in parts 
(polling stations) of only around 1200 electors, photo identity cards are being 
distributed to registered electors since 1994. It helps voters to establish their 
identity at the polling station. Booth level agents of political parties verify 
and match the physical person with details of the voter in the voters list. This 
provides for local oversight by political parties over electoral rolls preparations. 
It also helps poll staff to allow the right person to vote. Unified electoral roll 
database is being prepared for the entire country so that multiple registration 
(which is not allowed by law) can be identified and the duplicate entries, if any, 
can be deleted as per provisions of law. The effort helps clean the electoral roll 
and reduce chances of impersonation.

	 Deployment of polling personnel for the conduct of elections is done in 
India using computer aided randomisation. Officials are selected out of 120% of 
the personnel required, based on three stages of randomisation procedures. At 
the first stage of selection, the officials are not informed about the constituency 
to which s/he will be appointed. In the second stage, constituency and the 
fellow team members are known. Only at the third stage of randomisation, 
the team knows the polling station to which it will be deputed. This procedure 
helps in appointing personnel with diverse backgrounds in a completely 
randomised manner and any bad influence on officials deputed for conduct 
of poll are put under control. To minimise risks that can arise due to posting 
of officials at district level, there are elaborate transfer policy of officers. Also 
central government employees are appointed as micro-observers to report on 
any irregularities to the Commission. 

	 At the initiative of ECI, the Parliament amended in law in 1989 so that votes 
can be recorded in tamper proof electronic voting machines. Electronic Voting 
Machines have replaced paper ballots making the counting and declaration of 
results less cumbersome. To avoid malpractices in setting up of EVMs for an 
election, EVMs are randomly allocated to polling stations. Also, mock poll is 
conducted on the deployed machine in front of agents of candidates. EVMs set 
for election and polled EVMs are kept under video surveillance in strong rooms. 
To boost voter confidence, Voter Verifiable Paper Audit Trails are generated 
and stored. Procedures have been made to challenge EVMs and to cast test 
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votes on machines. Election results are transmitted to the ECI website online 
directly from the counting centres to disseminate error free results. Here also 
technology has been used in casting, counting and in disseminating results but 
with appropriate checks and balances. 

	 To promote inclusive election, vulnerable areas and electors are mapped 
before every election. These vulnerable areas are secured with extra 
paramilitary forces. Confidence building measures and voter awareness 
campaigns are carried out in these areas. To defuse vulnerability to any group, 
trouble mongers are kept under preventive detention and licensed weapons 
are to be surrendered during the conduct of election. The Commission monitors 
general law and order. Wide spread monitoring of cash and liquor flows is done. 
Observers are deployed by the Commission to keep close watch on every stage 
of the electoral process and these officers directly report to the Commission. 
The names and contact details of these observers are publicised widely so that 
public can approach them with their complaints on abuse, malpractices, if any. 
Non-force measures such as webcasting of the proceedings at critical polling 
stations with history of violence or located in vulnerable areas is conducted 
and monitoring is done at CEO level and by the Commission itself.

	 To improve voter resilience and to promote ethical voting, voter awareness 
programmes are done at all times of the year. These programmes are designed 
after Knowledge, Attitude, Behaviour, Belief and Practices surveys. Voter 
helplines and facilitation centres and web and SMS based search facilities are 
provided to facilitate voters. Complaint redressal mechanisms are strengthened 
during election. Media monitoring to track the menace of unethical coverage 
of news is also done. Voter slips with photograph of the elector printed on it 
are distributed that can serve as an identity document and at the same time as 
information to the voter on details of polling stations. 

	 Based on these experiences from our electoral legacy, a risk register has 
been prepared for the General Elections. This register is arranged according 
to electoral cycle to help the field functionaries in quicker identification and 
intervention. Another risk register, concerning the elections to Council of 
States, State Legislative Councils, and Graduate Teachers is available in the 
next chapter. Field functionaries are expected to take benefit of these registers 
to minimize any risk in the electoral processes.
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Chapter 5
CONCLUSION & RECOMMENDATIONS

	 Continuous working with the risks by way of identifying the risks 
and their causes, collecting relevant information and analysing them for 
monitoring purposes are pre-requisites for risk management. Review of risk 
matrix at regular intervals may be required to keep the risk list updated. This 
Manual has listed most possible risks that Election Managers may encounter, 
at field level during the elections to Lok Sabha and Legislative Assemblies, 
throughout electoral cycle. Some of these risks may prove fatal to the election 
unless attended efficiently and effectively on time. Along with the risk lists, 
mitigation strategies and the level at which these risks are to be addressed 
have been suggested. The risks in the conduct of elections to Council of States 
and Legislative Councils have also been listed.

	 The Manual is providing a check list of possible risks for functionaries 
based on the existing ECI instructions and experience in election management 
so that appropriate planning towards risk mitigation can be done. Since 
risks can have local variance, all risks may not be relevant for a given area. 
But additional risks may be applicable to a locality.  Identification of risks can 
be based on some broad indicators and probing on the probable reasons for 
such a risk situation. For example, low voter turnout in an area can be due to 
multiple risks and those risks vary over regions. The Commission by way of 
prescribing vulnerability mapping exercise and KABBP baseline surveys has 
brought in standardisation and the practice has been institutionalised. Beyond 
data being collected, there can be other subjective decisions to be made by the 
field level functionary to decide the priority to be attached to a probable risk 
materialisation and to initiate risk mitigation strategies. 

	 From the above, it is clear that broad indicators for risk identification are 
necessary. There will be several such risks to be addressed simultaneously.  To 
prioritise actions, assessment of risks is also necessary. Following from the 
discussion on the international best practices of risk management, it can be 
concluded that for identification and assessment, decision tools can be used. 
There are many decision tools available and the appropriate one can be chosen 
based on the data and resources available. Decision tools can be as simple as a 
brain storming session to a complex probability modelling. These are available 
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in ISO 31010. To keep away technical discourse, the details on decision tools are 
not included in this Manual.  Based on the facts collected and other subjective 
information, Indian elections are managed well by local ingenuity till this time. 
But there is definite benefit if field machinery uses decision tools as well. Human 
ingenuity is unparallel and there is no decision model to compete with it. If 
there are quantifiable facts, and if there is possibility of deciding the hierarchy 
by any qualitative methods like brain storming, analytics platforms can be 
prepared with robust decision tools. This will support the wholly ingenious 
exercise of deriving insights from the facts. This will definitely reduce the 
solution space to be probed further for a risk/ problem. Human sensibility can 
work in the reduced solution space demarcated by the quantitative methods to 
arrive at a justifiable solution. 

	 In an electoral cycle, the same risks will have to be monitored continuously 
after taking mitigation action. In the process, information about the same risks 
will be added at regular intervals. The stress in processing of information being 
added at various points in time of an electoral cycle will also be reduced by use 
of IT platforms. Based on the output from such decision platforms and local 
ingenuity, strategies to address threats, vulnerability, risks can be addressed. 
Design of the IT platforms with analytics can be further worked upon by the 
Risk Management Division of ECI. Examples of international practices and ISO 
framework support designing of suitable IT platforms which serve as decision 
tools/ analytics. This is also in line with the Commission’s strategic plan 2016-
25 on risk management. 

	 In conclusion, every member of election machinery must acknowledge 
the need and urgency to mainstream the risk management in the overall 
election management for the desired efficiency and effectiveness. This would 
necessarily require the following:

	 •	 Evidence-based assessment of risk situations before every election.

	 •	� Designing suitable risk management strategies within the overall 
framework of this risk management manual.

	 •	� Close monitoring and supervision of risks, which can prove fatal to the 
election process.

	 •	� Regular training on risk management to the field machinery
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	 •	� Sharing of risk list after every election for the benefit of other CEOs and 
for inclusion of such risks in the ECI manuals.

	� At the level of ECI, following actions will be taken so that risks at the field 
level are addressed effectively:

	 •	 Updating the documents/instructions prior to each scheduled election

	 •	� Designing and implementing election capacity building programme 
effectively and in time-bound manner.

	 •	� Continued focus on management of those risks, which may prove fatal 
to the electoral process, if not attended effectively.

	 •	 Strategic brush-up on training during the election period.

	 •	� Deployment of IT tools and personnel for the purpose of risk 
management. However, IT must be used only as a tool, and it should not 
substitute the human ingenuity. 

	 •	 Setting up of a risk management division in the Commission

----------------------------------
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Annexure 1
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Annexure 2

Country Experiences

IDEA in Electoral Risk Management
International IDEA’s Electoral Risk Management Tool (ERMTool) is designed 
to help building user’s capacity to: understand electoral risks, analyse risk 
data, and take timely and well informed prevention and mitigation action. 
International IDEA has included 36 risk factors in ERMT. These are given in 
Box 1.

Box 1: Risk factors as included by IDEA in the ERMT
Internal factors External factors

The electoral legal framework
Contested electoral law
Unfit electoral system
Inadequate electoral administrative rules
Planning and preparation for the 
implementation of electoral activities
Poor performance of the electoral 
management bodies
An inadequate system for the resolution of 
electoral conflicts
Inadequate operational planning
Inadequate funding, financing and budgeting
Inadequate electoral security arrangements
Training and information
Poor training for electoral officials
Lack of training for political parties and 
media
Lack of training of security sector agencies
A poor voter information campaign 
Registration
Problematic voter registration
Problematic registration of political parties 
and candidates
Problematic accreditation of domestic and 
international observers
Electoral campaigning
Unequal media access and favouritism
Provocative use of media by political parties

Poor socio-economic conditions
Political and social exclusion
Conflict relating to changing power dynamics
Gender-based discrimination and violence
The presence of non-state armed actors
The presence of organized crime groups
Genocide, crimes against humanity and war 
crimes
Human rights violations
Environmental hazards
Unethical media reporting
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Provocative party rallying
Provocative and violent actions by political 
parties.
Voting operations 
Insufficiency, destruction and loss of 
sensitive and non-sensitive materials
Lack of transparency of special and external 
voting
Problematic election-day operations
Problematic ballot counting and result 
tallying
Verification of election results
Poor management of election results
Poor management of the final round of 
electoral appeals
Rejection of election results
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	 The ERM Tool is integrated in a single desktop software application. The 
knowledge base - provided in the form of a digital library - distinguished 
between internal (process-related) and structural (context-related) risk 
factors. An analytical instrument allows: creating analytical models; uploading 
digital data in different formats; use of GIS (geographical information system) 
features and trend functions to generate risk alerts and create/maintain a 
Risk and Action Register. The prevention and mitigation module includes 
approximately 100 comparative action points, distinguishing eight electoral 
phases and three categories of responsible stakeholders. All modules can be 
fully customized to reflect user’s experiences and circumstances. The ERMTool 
has a proven value in assisting EMBs worldwide in improving decision making 
by allowing them to gain situational awareness in a real time – or close to it, 
which is the necessity for informed and conflict sensitive decisions.

Instituto Federal Electoral (IFE) Mexico is generating electoral risk maps by 
assessing risks associated with different factors, including drug trafficking, 
homicides, robbery, kidnapping, poverty and electoral complexity. Risk levels 
are projected on a scale of low, mid or high risk. Relevant data are generated 
by IFE or obtained through cooperation and exchange with other government 
agencies. The risk analysis, presented through colour-coded geographical 
maps, is used by IFE and other agencies to ensure conflict-sensitive planning 
of electoral operations and related security arrangements.
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La Misión de Observación Electoral (MOE) in Colombia is generating 
electoral risk maps by analysing the rough data sets, some of which are 
produced and made available by the government. MOE undertakes statistical 
tests to establish regions in which data deviates. Data sets might include voter 
turnout figures. Risk analysis, presented through colour-coded geographical 
maps, is used to inform the broader public, including academics and news 
agencies, and the government about electoral risks. The established quality 
of the analysis has influenced the government’s actions and parliamentary 
discussions.

Centre for Monitoring Electoral Violence (CMEV) in Sri Lanka is generating 
online maps of election-related incidents collected by civil society networks. 
Factors observed include incidents relating to voter intimidation, campaigning 
irregularities, violation of electoral procedures, threats against electoral 
monitors and attacks on candidates. CMEV is presenting this data by placing 
the static markers on a Google Map. Markers point to a geographical location 
where incidents have taken place. Information is shared publicly, through 
media and websites, with the intention to stimulate government action. 
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USHAHIDI is an online platform available as a global public facility. The 
UCHAGUZI version is customised to gather information on election-related 
conflicts and violence. The platform uses Google Maps to present the data 
on election-related incidents collected through crowdsourcing. Data can 
be presented in the form of static markers, pointing to individual incidents, 
or through the aggregate numbers. The platform is used by a number of 
civil society organisations to inform public or organisations responsible for 
conducting elections.
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International IDEA has developed an ‘Electoral Risk Management Tool’, 
which is being tested in several countries. This desktop application allows the 
user to create a country model and populate it with the relevant factors. Risks 
associated with the model factors can be presented in colour-coded maps, 
trend charts, static markers and aggregated figures shown on a map. The tool 
is designed to enhance the early warning and violence prevention capacity 
of organisations mandated to organise credible and peaceful elections, such 
as EMBs and security sector agencies (SSAs), as well as other interested 
organisations. The tool is offered as a global public good since 2013.

Figure above: Example of a colour-coded map with static markers and 
cumulative factors, accompanied by a trend chart.
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This comparative overview portrays the main IT-based methods for presenting 
electoral early warning analysis and highlights their advantages, disadvantages 
and synergies: 

Geographical  colour-coding is used to present risks associated with given 
factor(s) in different administrative or geographical regions. Data are presented 
on a map, and risk levels are coded in colour. This type of risk mapping is useful 
for communicating complex risk concepts in a simple and understandable way, 
but the disadvantage is that it allows only for a snapshot analysis. If the data 
are collected in successive rounds, geographical colour-coding cannot provide 
an insight into changing trends. This method is therefore particularly useful 
for illustrating risks associated with structural factors.

Trend charting is a widely used analytical methodology that is applied less 
often in the field of electoral violence early warning. Trend charts are useful 
in providing insight and communicating information about the dynamic 
factors whose risk properties may frequently change. The disadvantage is that 
it requires methodologically consistent and frequent data collection, which 
entails skills, time and resources. However, the combination of trend charting 
and geographical colour-coding methodologies offsets the deficiencies. 

Geographical static markers are valuable analytical indicators for presenting 
the dichotomous variables on geographical maps. Markers pinpoint the 
location of an incident, enabling focused mitigation action and prevention of 
future incidents. The density of static markers in the region will be indicative 
of the risk levels and the level of action required. The disadvantage of this 
method is that it records events that have already happened. Furthermore, the 
presentation of a large number of static markers on small size maps may be 
messy. 

Aggregated figures presented on geographical maps are used to point to the 
dimension of a factor, for example the aggregate number of incidents in a given 
region. This methodology may be used to aggregate and numerically present 
incidents recorded through static markers and thus improve and simplify their 
presentation. 



64

There are other methodologies that have potential for a greater use in 
addressing election-related violence through integration with IT platforms. One 
is the ‘Scenario Development and Futures Forecasting’ tool. This methodology 
is particularly helpful in building the users’ recognition and understanding 
of how situations can develop, and assists in identifying critical risk factors 
and vulnerabilities that could contribute to electoral violence, as well as 
opportunities for prevention. It has been applied in Nepal, specifically for 
elections, and Cyprus, Northern Ireland, Sudan and elsewhere for peacebuilding 
more broadly. While it is not widely known in work on elections, it is a tool that 
is practical and easy to implement and can contribute significantly to raising 
shared understanding and recognition of potential risks for violence.
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